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SUMMARY
Highly adaptable professional with 10+ years of experience in network engineering with a focus on prototyping and implementation of enterprise-wide network infrastructure. Track record of success in deploying and evaluating systems aims at improving quality and efficiency, including identifying conflicts between network infrastructure requirements. Skilled troubleshooter continually focused on identifying, isolating and resolving technical issues related to installation, configuration and operation of routing and switching network infrastructure.

PROFESSIONAL SUMMARY
· CCNA certified with over 10+ years of experience, specializing in Cisco router and switch management, security and server infrastructure.
· Skilled in configuring and optimizing network infrastructure, including LAN, WAN, VPN, and wireless solutions, to ensure high availability and performance.
· Experience in site-to-site and remote access VPN solutions.
· Proficiency in configuration of VLAN setup on various CISCO Routers and Switches.
· Implementation of traffic filters on Cisco routes using Standard and extended Access list.
· Hands-on configuration and experience in setting up Cisco routers to perform functions at the access, Distribution, and core layers.
· Experienced working on network monitoring and analysis tools like SOLAR WINDS, CISCO works and Wireshark.
· Hands-on deployment, tuning, and troubleshooting experience, ideally with Palo Alto Networks, Juniper.
· Experience in installing and configuring DNS, DHCP server.
· Experience in configuration Voice over IP (VOIP).
· Routing, switching, firewall technologies, system design, implementation and troubleshooting of complex network systems.
· In-depth expertise in the analysis, implementation, troubleshooting & documentation of LAN/WAN architecture and good experience on IP services.
· Experience in working with operating systems like Linux and Unix.
· Experience in F5 load balancers.
· Strong hands-on experience in installing, troubleshooting, configuring of Cisco 9300,3945, 3650 series Routers, Cisco Catalyst 6500, 4500, 3750series switches.
· Expertise in TCP/IP, Subnetting, Network Diagrams, Documentation and troubleshooting L2, L3 connectivity issues.
· Strong experience in working with SIEM tools such as Splunk, QRadar and monitoring tools including Wireshark, SolarWinds with strong troubleshooting skills.
· In-depth knowledge and hands-on experience in ISP
· Experience on IPv4 and knowledge on IPv6
· Experience on Virtual Private Network (VPN) for operating Network and Data Center.
· Experience with Internet/Intranet Networking Protocols and Services.
· Experience in handling and resolving tickets and strong hands-on experience on ticketing tools such as BMC remedy, Service Request and Open View.
· Excellent client/customer management, problem solving and troubleshooting skills with good communication skills.

TECHNICAL SKILLS:
	Routing
	OSPF, EIGRP, BGP, RIP-2, PBR, IS-IS, Route Filtering, Redistribution, Summarization, Static Routing, PBR

	Switching
	VLAN, VTP, STP, PVST+, RPVST+, Inter VLAN routing & Multi-Layer Switch, Multicast operations, Layer 3 Switches, Ether channels

	LAN
	Ethernet (IEEE 802.3), Fast Ethernet, Gigabit Ethernet

	Operating Systems
	LINUX, Cisco IOS, IOS XR.

	CISCO Routers
	Cisco 3945, ASR9k and ISR4451

	CISCO Switches
	Cisco 3650, 4500, 6500, 9300,Nexus 9K 

	JUNIPER Routers
	Juniper MX80,MX480

	Firewalls
	Palo alto firewall PA820

	Various Features &Services
	IOS and Features, HSRP, GLBP, IRDP, NAT, SNMP, SYSLOG, NTP, DHCP, CDP, LLDP, TFTP and FTP Management.

	Network Management
	SNMP

	Monitoring & Analysis
	Wireshark, Nagios, Solarwinds, splunk

	Cloud Technologies
	AWS, Devops




CLIENT: SPARTAN MEDICAL, FL                                                                                                                       
Duration: Dec 2022 - TILL
Role:Sr Network Engineer

· Managed the deployment, rules migrations, and network administration and responsible for converting rule base onto new platforms.
· Installation and maintenance of network infrastructure and configure, administer, and document, infrastructure.
· Performed Network implementation that includes configuration of routing protocols, VLANs and IOS upgrades and installations.
· Involved in the configuration &amp; troubleshooting of routing protocols: MP-BGP, OSPF, LDP, EIGRP, RIP, BGP v4, Spanning Tree, 802.1q. Configured IP access filter policies.
· Expertise in working with various Cisco routers such as CISCO 6500, 7613, CISCO-GSR, CISCO-GSR-XR, CRS-16/S.
· Experience in SolarWinds Network Performance Monitor, Network Configuration Manager, Network Traffic Analyzer (Net flow) and IP Address Manager.
· Involved in the activity of DATA-Center migration of regular Cisco catalyst switches with the new Nexus 2148, 2224T, 5548.
· Responsible for Checkpoint and Cisco ASA firewall administration across global networks.
· Hands-on experiences in configuring Cloud platform (Virtual Networks Multi-site, Cross-site, VMs, VNETs, Azure, Load Balancers, Azure SQL, Service Bus, Azure API gateway/Management
· Experience on dealing with Cisco Application Centric Infrastructure (ACI) by integration hardware and software products as per network layout.
· Configuring and managing Aruba Instant Access Points 215, 225 and troubleshoot network connectivity issues.
· Worked with layer2 switching technology architecture. Implemented L2 and L3 switching functionality, which includes the use of VLANS, STP, VTP and their functions as they relate to network infrastructure requirements including internal and external treatment, configuration, and security.
· Install, upgrade and configure Next-Gen Palo Alto Firewall series PA-500, 3000, 5000, 7000.Installed Palo Alto PA-3060 Firewalls to protect Data Center.
· Experience in enterprise anti-virus/anti-spam/anti-malware Confidential, including Symantec Endpoint Protection.
· Configuring rules and maintaining checkpoint VSX, Palo Alto Firewalls &amp; Analysis of firewall logs using various tools.
· Implemented Zone-Based Firewalling and Security Rules on the Palo Alto Firewall.
· Experience in troubleshooting SAN related issues and firmware up gradations of SANs in VMware
· Troubleshooting and analysis of hardware and software failures for various UNIX servers.

Client: First National Bank, NE                                                                                                                                  
Duration: March 2019 - Nov 2022
Role: Senior Data Network Engineer

· Installing and configuring the ARISTA, Mellanox, Cisco, Palo Alto, Juniper devices in Datacenter.
· Deploying the devices and bringing into production through Cloud Vision Provisioning.
· Working with Servers Team to provide the Port Matrix and Running the cables between the Network devices.
· Worked on Mellanox devices and configuring the device through Salt Servers.
· Configuring the Vxlan and MLAG in the environment.
· Resolving the Day to Day Incidents, L1 or L2 issue by Physical replacement or Configuration Issue.
· Involved in troubleshooting routing protocols BGP, OSPF.
· Creating the Device Groups and Templates in PaloAlto for new Buildout.
· Troubleshoot Day to Day issues and updating incidents, Tasks accordingly.
· Working with server’s team in configuring LACP bonding on switches to support server deployments.
· Creating Network Diagram in Visio.
· Work with Load Balancing team to build connectivity to production and disaster recovery servers through F5 Big IP LTM Load balancers.
· Help customers build scalable, resilient, and high-performance applications and servers on AWS.
· Release management of all significant public EC2 launches.
· Firmware upgrade on Arista spine and leaf switches as per security standards.
· CRC Errors, interfaces or device down will be fixed Onsite by Replacing the Transceivers or Cables.
· Updating the DNS, Infoblox, Netbox for any new device Deployment.
· Fiber cables can be tested for any physical issue and will be fixed by replacing it.
· Upgrading the Firmware on PaloAlto to the Latest Firmware recommended Version.
· Hands on Experience on data center technologies that include Spine leaf, Arista Cloud vision.
· Configuring the Ports and changing the Vlans for Server Connected Ports.
· Replacing the Faulty Arista SFP’s (100G-SWDM4, DWDM, LR, SR).
· Updating the ServiceNow tickets day to day upon fixing the issues.
· Pausing the Alerts on Monitoring tools during Maintenance, Replacement or Decommissioning.
· Updating the Inventory of Network devices in Netbox and Database tools for any Changes within the Rack.
· Worked on Fixing the MPLS, Server connectivity, CRC Errors issues.
· Experience on Ansible to configure the devices and to run the Scripts on Network devices for Firmware
· Upgrade or ACL’s push.

Client: Target, New York                                                                                                                                                                                                                            
Duration: April 2017 – Feb 2019
Role: Network Engineer

· Improved the troubleshooting/monitoring process for LAN/WAN activities, increasing the up-time in 25%.
· Built documentation for processes/infrastructure, reducing 3 days of onboarding for new network engineers.
· Built, configure, installed, and managed networking /IP telephony infrastructure –related hardware/software.
· Improved the response time to incoming incident response tickets by 15% through an automated process that assigns a specific ticket to qualified network engineers. 
· Collaborated with cross-functional teams to develop network disaster recovery plans, reducing potential recovery time by 50%.
· Led a team of 5 network engineers in the successful migration of 200 servers to a new data center.
· Used Cisco ACI (Application Centric Infrastructure) SDN architecture to reduce operating costs, automate IT tasks, for greater scalability and visibility in a data center environment.
· Worked on Design, configure, and troubleshoot Cisco ASA, Juniper SRX, FortiGate, Forti Mail, VMware NSX, Palo Alto, and Meraki MXin critical environment.
· Managed Palo Alto firewalls (PA-820/850/3020/3050/5050) by deploying Panorama management system, performed different operations on firewall to monitor/ block/ allow traffic.
· Experience working with Cisco Nexus 2148 Fabric Extender and Nexus 5000 series to provide a Flexible Access Solution for datacenter access architecture.
· Reconfigured network routing to allow for complete network change to Fortinet SD-WAN. Troubleshooting firewall rules in Cisco ASA, Checkpoint, Zscaler.
· Managed successful delivery of massive security response portfolio including Splunk and Cisco ISE.
· Configuration and administration of firewalls, which includes Checkpoint, Juniper, and Cisco ASA firewalls.
· Responsible for FortiGate and CISCO ASA firewall management and operations across our global networks.
· Worked on understanding of routing protocol (EIGRP, OSPF; BGP) and the ability to troubleshoot issues relating to a LAN\WAN in MPLS-VPN & P2P infrastructure. Biometric system & Poly com video conferencing installed.
· Worked on SolarWinds NPM, NCM, IPAM, Windows DHCP and DNS. Infoblox as DHCP and DNS server.
· Design and configuring of OSPF, BGP on Juniper Routers and SRX Firewalls.
· Install, maintain, upgrade, and monitor networking hardware manufactured by HP, Cisco, and Meraki, including wireless access points, firewalls, routers, and switches.
· Integrated Infoblox and SolarWinds network management solutions to enhance network monitoring, Configuration management and troubleshooting capabilities.
· Developed automation scripts in Python and PowerShell to automate routine network tasks, resulting in Significant time and resource savings.
· Experienced on Enabling Azure Defender on subscriptions to protect our Azure and hybrid resources to protect management ports of VMs with just-in-time and adaptive applications controls.
· Administration of network devices holding various servers of Windows, Linux/Unix platforms (physical & virtual servers).


Client: Dell EMC2, Bangalore, India                                                                                                           
Duration: Jun 2014 – Jan 2017
Role: Network Engineer

· Configured Cisco Routers for OSPF, RIPv2, EIGRP, static and default route.
· Configured Virtual LANs (VLANs), VLAN Trunking, Inter VLAN routing, Port security, and LAN security on Cisco Switches.
· Experience in Cisco Routing and Switching using 3800, 4500, 5300, and 6500.
· Performed troubleshooting while maintaining ticket tracking, following internal/external escalation procedures and customer satisfaction.
· Supporting development team for the access to corporate network and outside world. 
· Configured, implemented, and troubleshoot routers and switches with various account settings, permissions, and parameters including security firewalls.
· Performing the trace route to find out where the traffic is blocked by the firewall.
· Involved in troubleshooting routing protocols BGP, OSPF.
· Performed troubleshooting for VLAN misconfiguration and port security issues.
· Troubleshoot Day to Day issues and updating incidents, Tasks accordingly.
· Performed troubleshooting and resolved Layer2 and Layer3 issues.
· Updating the ServiceNow tickets day to day upon fixing the issues.
· Implemented regular alerting and monitoring of network performance, which reduced network downtime by 11%.
· Updating the Inventory of Network devices in Netbox and Database tools for any Changes within the Rack.
· Troubleshoot basic network issues such as down sites/phone outages in a 24/7 support role.
· Worked with network services like DNS, DHCP, IPv4, IPsec, VPN etc.
· Providing technical support to LAN and WAN systems.
· Deployed and implemented Cisco Nexus 5000, Nexus 2000, Cisco UCS, Cisco MDS 9513, and Cisco Datacenter Network
· Manager (DCNM).
· Designed and implemented the following features on the Cisco Nexus 7000 and 5500 switches.
· Configure, maintain, and troubleshoot Cisco 6500 series routers and switches. Provide switching and routing support for the Data Center LAN using VLAN, STP, VTP, HSRP, EIGRP, OSPF, and BGP.
· Installed and Configured Cisco Nexus 7000, Cisco Nexus 5500 and Cisco Nexus 2200.
· Monitoring memory/CPU on various low-end routers in network. 
· Configuring all the required devices and equipment for remote vendors at various sites and plants. Installation and maintenance of new network connections for the customers.
· Packet capturing, troubleshooting on network problems with Wireshark, identifying and fixing problems.
· Good understanding of OSI Model, TCP/IP protocol suite (TCP, UDP, IP, ARP, FTP, TFTP), VLAN configuration.
· Implemented, configured BGP WAN routing, converting OSPF routes to BGP (OSPF in local routing).
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